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Abstract. The Division of Applications and Software is a part of the Academic Support Unit (UPA)
for Information and Communication Technology at Universitas Jember (UNEJ) or UPA TIK UNEJ.
Based on interviews, UPA TIK UNEJ has not yet implemented risk management, leading to
recurring issues in their IT services. Risk management is crucial for preventing and mitigating
negative impacts that can harm the organization. Additionally, it is a requirement for internal quality
management system audits, according to UNEJ Rector's Decision Number 20588/UN25/LL/2018.
This study aims to identify, analyze, and assess potential risks in the Division of Applications and
Software at UPA TIK UNEJ and to apply Bow Tie Analysis (BTA) to identify preventive and
mitigative actions for the highest-rated risks. The approach used is ISO 31000:2018, which provides
a comprehensive framework for risk management. The BTA method combines event tree analysis
(ETA) and fault tree analysis (FTA) for in-depth risk analysis. The research begins with context
establishment through interviews, followed by risk identification, analysis, assessment, and
mitigation. The results show 21 risks identified in developing information systems or applications.
The top three priority risks are coded R02, R04, and R19. The second priority includes 17 risks, and
the third priority includes 1 risk.
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1. Introduction

Organizational risk refers to the possibility of events impacting the achievement of goals, either negatively
or positively[1]. Risks can arise from various sources, such as regulatory changes, economic shifts, internal
and external crime, natural disasters, and other factors[2-3]. As a higher education institution, Universitas
Jember (UNEJ) also faces various risks that require effective management. UNEJ has the Academic Support
Unit for Information and Communication Technology (UPA TIK UNEJ), which is responsible for
providing IT services to the academic community. One of the divisions within UPA TIK UNE]J is the
Division of Applications and Software, which provides, enhances, and manages information and
communication systems[4].

Interviews indicate that UPA TIK UNEJ has not yet implemented IT risk management. This
highlights the need to apply risk management practices to minimize losses and prevent negative impacts
that may hinder academic services. For instance, service disruptions or services that do not meet user needs.
Therefore, UPA TIK UNEJ needs to implement risk management to optimize academic services and meet
the internal quality management system audits requirements at UNEJ.
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Previous research underscores the importance of risk management in various contexts. Emphasizes
the significance of risk management in construction projects to avoid time, cost, and quality deviations that
can harm entities and the economy [5], risk management to make decisions and manage risks in higher
education institutions [6], and applied risk management to prevent and mitigate fire hazards in storage
buildings [7].

The 1SO 31000:2018 framework can be utilized to analyze risk management[8]. 1SO 31000:2018
provides practical and integrated guidelines for identifying, evaluating, and managing risks, with a broad
scope of application [9]. However, this method has limitations in in-depth analysis, thus, the Bow Tie
Analysis (BTA) method is employed [10], [11]. BTA combines event-tree analysis (ETA) and fault-tree
analysis (FTA) methods, providing a visualization of the relationship between risks and their consequences
(ETA) and the relationship between causes and risks (FTA) [11]. This study analyzes the risks and controls
in the Division of Applications and Software of UPA TIK UNEJ through the standard operating procedure
(SOP) for submitting, creating, and developing systems or applications.

2. Research Method

The research methodology employs 1SO 31000 to identify, assess, and control using an organization's
structured and integrated approach[12]. In contrast, Bow Tie Analysis (BTA) demonstrates and analyzes
cause-and-effect relationships among high-risk scenarios and provides overview of the connections
between causes, hazards, consequences, and controls [10].

This study employs a mixed methods approach. The mixed methods research design collects,
analyzes, and integrates quantitative and qualitative methods in a series of studies to understand complex
research problems [13]. In this research, the quantitative method is utilized for the risk assessment process,
while the qualitative method is employed to gather data and analyze risks[14]. In Figure 1, depicts the
research methodology flow of this study.
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Figure 1. Research flow diagram

2.1. Establishing Risk Context

Refers to Figure 1, risk management begins with establishing the risk context, understanding the
environment in which risks occur, and determining the scope and relevant parameters for risk analysis [15].
By establishing the risk context, an organization can ensure its risk analysis is targeted and relevant to its
strategic objectives. Information regarding context establishment can be found in Table 1.
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Table 1. Risk Context Information

Risk Context Determination Information

General Information Inventory The aim is to understand the general application of risk
management in the Software and Application Division,
focusing on its duties, functions, mission, and vision.

Determination of Risk Management This study aims to establish the scope of risk management

Implementation Scope implementation. Specifically, it focuses on the Standard
Operating Procedures (SOP) for submitting, creating, and
developing systems or applications.

Stakeholder Identification The aim is to identify the stakeholders responsible for each
Standard Operating Procedure (SOP) to obtain information
and data regarding potential risks that may occur, as well as
the initial steps that have been previously taken.

Assignment of Risk Category The aim is to ensure that risk analysis, identification, and
evaluation are conducted accurately and are tailored to the
internal and external situations. Risk categories assist in
grouping risks based on severity and help prioritize the
necessary mitigation actions.

Risk Impact Determination The purpose is to identify risk-affected areas by considering
internal and external conditions.

Establishment of Risk Criteria The purpose is to evaluate and determine potential risk events'
probability and impact levels. Risk criteria are established in
two main parts: assessing the likelihood of occurrence and
determining the impact of the risk event.

Risk Analysis Matrix The objective is to measure and identify the magnitude of risk
in numerical values. Once the risk has been assessed using an
analysis matrix, it is categorized into risk levels based on the
matrix column's color and the combination of likelihood and
impact.

2.2. Risk Identification

The risk identification phase aims to recognize and document potential risks that may occur within the
business processes of service requests to develop and create systems or applications. Risk identification
seeks to generate a comprehensive list of risks based on possible occurrences, causes, and impacts of these
risks, which could potentially delay the achievement of organizational objectives[16]. The risk
identification process is conducted through interviews and analyses based on the specific categories of risks
that need to be identified.

2.3. Risk Analysis

Risk analysis attempts to understand risks in detail, contributing to assessing risks identified in the previous
stage[17]. This assessment is conducted based on organizational records, the frequency of risk occurrences,
and the impact of those risks on the SOP for service requests in developing and creating systems or
applications within the Software and Applications Division. The risk analysis is performed by combining
gualitative and quantitative analyses, with the results being grouped according to risk levels derived from
interviews and literature reviews.
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2.4. Risk Evaluation

The objective of risk evaluation is to support decision-making regarding risk management and to prioritize
the risks that have been identified and analyzed [18]. This includes determining whether these risks require
mitigation efforts, based on the established risk appetite. Risk evaluation also involves setting priorities for
risk management efforts.

2.5. Risk Treatment

Risk treatment is undertaken after assessing and evaluating each identified risk. Following this, a risk
response is formulated to manage identified risks[19]. Once risk assessment has been completed and top
event risks have been identified, visualization is conducted using Bow Tie Analysis (BTA). This process
illustrates the relationship between causes, top events, and the impact of risks, as well as prevention and
mitigation measures. The first step in the BTA process is to identify potential hazards that may arise.
Subsequently, top events that signify the loss of control over these hazards are determined. This process
involves identifying the root causes of emerging threats, which are recorded on the left side of the diagram,
while the right side depicts the impact or consequences of the top hazard event. After identifying the causes
and impacts of the top hazard event, the next step is to identify preventive actions that can avoid the causes
and reduce their impacts. These preventive efforts, known as barriers, consist of two types: preventive
barriers aimed at preventing the occurrence of causes and recovery barriers aimed at mitigating the impact
of the top hazard event that has occurred. However, preventive actions may be obstructed by other
occurrences known as escalation factors (EF). Suppose EFs are identified on one or both sides of the
diagram. In that case, the next step is to identify EF barriers using a similar approach to identifying cause
and impact barriers, depending on the context of the EF found. EF barriers may include measures such as
reducing potential hazards, enhancing the effectiveness of risk mitigation, or implementing changes to
external factors that influence the risk impact[20-21].

2.6. Risk Mitigation

Risk mitigation is developing and implementing risk management strategies within the Application and
Software Division of UPA TIK UNEJ to reduce the impact and likelihood of risks occurring. Risk
mitigation aims to control risks by minimizing their impact, decreasing their probability, or managing them
to prevent significant harm to the organization[22].

3. Result and Discussion
Risk identification was achieved through analysis and interviews with stakeholders involved in the business
process of system or application development and submission services. A total of 21 risks with significant
potential were identified, which could disrupt the operation of the system or application development and
submission services and impede the achievement of organizational goals.

At the identification stage, there are several risk categories: HR knowledge, IT infrastructure, HR
performance, user requirements, data and information, finance, security, operations, communication and
software testing. The results of the risk identification are explained in Table 2.

Table 2. Risk identification

Risk

) Risk Name Causes Impact Category

1. The occurrence of

1. Operational disruption errors or bugs in the

2. System instability SIKD system
RO1 SIKD System Error L . 2. Delay in document IT Infrastructure
3. Service disruption and delivery
downtime 3. Occurrence of data
loss
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Risk
ID

Risk Name

Causes

Impact

Category

RO2

RO3

RO4

RO5

RO6

RO7

Objectives Not
Clearly Defined in
the Development
document

Rejection of system
development
proposal

Response Existing
Stakeholders

SOP documents are
not in accordance
with system
development needs

Non-acceptance of
System
Development
Materials

Poorly Explained
System
Requirements

1. Lack of Development
Needs Analysis

2. Submitted documents do
not fully describe the
purpose of system
development.

1. Mismatch of system
development needs

2. Not in line with existing
development priorities

1. Stakeholders take a long
time to prepare system
development documents

2. Poor communication
between teams

1. Stakeholders do not create
SOP in accordance with
development needs

2. SOP that are made
inconsistent with
organizational policies

1. No consultation with
develop during system
development

2. Inability to convey the
value or benefits of SOP and
development materials

3. Misunderstanding in
analyzing system
development materials

1. Ineffective
communication between
stakeholders and the
development team

2. Lack of understanding of
system requirements

4. Non-delivery of files

1. Difficulty in
measuring project
success

2. Difficulty in
understanding the

system to be developed

3. Rejection of

development proposal

1. Dissatisfaction
among stakeholders

2. Failure to implement

innovations that may
be beneficial to the
organization

2. Decreased
productivity and
quality of work

3. Decreased team
spirit and motivation
1. Hindering the
implementation of
system development
2. Delay in system
development

1. SOP created are not

in line with
development needs
2. SOP created lack
incompatibility with

organizational policies.

1. Delay in
development
implementation

2. Failure to implement

development

1. Compilation of
solutions that do not
match or do not meet
expectations

2. Risk of uncontrolled

changes in demand
3. Lack of clarity in
prioritizing needs

HR Knowledge

User
Requirement

HR Performance

Human Error

Communication

Communication
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FD'SK Risk Name Causes Impact Category
4. Difficulty analyzing
abstract needs
5. Needs that are not
well identified
6. Errors in system
development
1. Project
1. Changes in regulation or 'nrgf :)enn:?:qt:tlon that is
policy 20
. Occurrence of
R0O8 Uncontro_llable 2. La}ck of system . project complexity Operational
Changes in Needs requirements analysis 3. The team struggled
3. Lack of change with project planning
management plan 4. Increased team
workload
1. Mismatch with User
1. Lack of data collection Needs
Lack of System 2. Lack of data sources and 2. Errors in decision- Document
R09 Requirements Data  data standardization making Management
Validation 3. Lack of communication 3. Implementation
between teams errors in system
creation
1. Undetected security
1. Lack of attention to safety \Zlu:?ssrs%']! I(E:‘ei'[sical data
aspects . or information due to
2. Lack of data encryption
3. Lack of stron cyberattacks, leaks, or
aﬁthentication g data protection failures
Lack of Compliance ffoctive back 3. Easily exposed to
R10 with Safety 4. No effective backup malware or Security
system
Standards - ransomware attacks
5. Lack of access restrictions .
; 4. High cost to restore
6. Lack of adequate security and repair the system
testing . .. 5. Inability to Protect
7. No effective auditing and Confidential or
monitoring Proprietary Data
6. Service interruption
1. Lack of effective L. User dissatisfaction
communlcatlor) . uncomfortable and
The System Created 2. Lack of clarity in the difficult in using the
R11 is Not in collection and interpretation svstem g User
accordance with of user requirements 3yMismatch between Requirement
User Needs information o
3. Lack of testing and func’glonal
P : requirements and user
verification with users .
expectations
R12 Inability to Perform 1. Lack of good backup 1. Data loss IT Infrastructure

Backup and Restore

planning
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Risk
ID

Risk Name

Causes

Impact

Category

R13

R14

R15

R16

R17

R18

R19

Maintenance and
Update Difficulties

Delay in
Development

System Testing
Imperfections

Imperfections in
Checking System
Testing Results

Increased
Maintenance Costs

Delays in repair

Service Interruption

2. Disruption of the data
return process in the
database

1. Complex database

2. Does not have a
documented maintenance
and update process

3. Too infrequent updates

1. Long stakeholder response
2. Changing needs

3. Unexpected project
complexity

4. Limited resources

1. Lack of system test
coverage

1. Lack of clarity on system
checking criteria

2. Lack of expertise in
system testing

3. High complexity of the
system or application

1. Lack of maintenance
planning

1. Lack of planning or
inadequate resource
allocation to address system
improvements

1. Software or hardware
issues

2. Unexpected
downtime

3. Ineffective recovery
1. Poor database
performance

2. Difficulty updating
new functionality or
features

3. Difficulty in
integration with new
technology

4. Decrease in service
quality

1. Delay in project
implementation

2. Increased project
cost

3. Uncertainty in the
planning of other
projects

1. Incomplete or
insufficient testing

2. No bugs or issues
detected

3. Increase the risk of
failure in production
4. Not able to measure
system performance
5. Increased downtime
6. Service interruption

1. Undetected error
2. Ineffective testing
3. System bug
deployment

4. Occurrence of
security threats

1. Maintenance costs to
fix bugs or problems
increase

2. Limitations of the
development plan

1. Delayed project
completion time

1. Operational
disruption (downtime)

IT Infrastructure

Operational

Software Testing

HR Performance

Operational

Operational

IT Infrastructure
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FD'SK Risk Name Causes Impact Category
2. System configuration 2. System instability
error 3. Data loss
3. Network or server 4. User dissatisfaction
overload
4. Lack of testing
1. Lack of two-factor
authentication 1. Occurrence of
R20 Security Breach by 2. No_n—conf_ormance with security issues Security
user security policy 2. Loss of important
3. Use of unsafe hardware or  data
software
.1' Not understanding the 1. Use of versions that
importance of renewal
X are outdated or prone
2. Discomfort or change o
resistance to security issues
R21 Waiver of Updates 3. Disagreement or 2. Data loss or HR Knowledge

or Upgrades

mismatch with design
changes

4, Lack of information or
communication

corruption

3. Functional mismatch
4. Operational
disruption

The next step involves determining the risk values by assigning scores to both likelihood and
consequence based on interviews with stakeholders involved in the business process. This process considers
the probability and impact of each risk[23-24]. Following the assessment of likelihood and consequence,
the risk exposure value (risk significance level) is calculated by summing the scores for likelihood and
consequence. The criteria for assessing likelihood are explained in Table 3, while the criteria for assessing
consequence are detailed in Table 4.

Table 3. Likelihood value criteria

Value criteria Description frequency of occurrence
1 Rare Not likely to happen (> 4) year
2 Unlikely The probability of occurrence is small (2 - 3) year
3 Possible Risk may occasionally occur (1-2)year
4 Likely Risk of frequent occurrence (7 - 12) month
5 Certain Almost certainly can occur (1 - 6) month
Table 4. Consequence value criteria
Value criteria Description
1 Insignificant  Risk has no impact on the course of business process activities
2 Minor Risks begin to impact business process activities with slight non-achievement of

goals and performance.
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Value criteria Description
3 Moderate Risk of partial obstruction of business process activities with delays in
achievement and performance against targets
4 Major Risk disrupts almost all business process activities and can delay the
achievement of goals and targets that are far below target
5 Catastrophic  The risk of disrupting all business process activities and failing to achieve goals

and performance.

Table 5 presents the results of the risk assessment conducted for each identified risk in the business

processes related to the service requests for creating and developing information systems or applications.
These risks have been mapped into a risk matrix.

Table 5. Risk assessment

II:gSk Risk Name Ilqr:lspl)(act Probability E)I(Spl)(osure
RO1 SIKD System Error 4 3 7
R0O2  Objectives Not Clearly Defined in the Development 4 4 8
document
R0O3 Rejection of system development proposal 3 2 5
R04  Response Existing Stakeholders 4 4 8
RO5 SOP documents are not in accordance with system 4 2 6
development needs
R06 Non-acceptance of System Development Materials 4 2 6
RO7  Poorly Explained System Requirements 4 2 6
R0O8  Uncontrollable Changes in Needs 4 3 7
R09 Lack of System Requirements Data Validation 3 2 5
R10 Lack of Compliance with Safety Standards 5 2 7
R11 The System Created is Not in accordance with User Needs 4 2 6
R12 Inability to Perform Backup and Restore 4 1 5
R13 Maintenance and Update Difficulties 4 2 6
R14  Delay in Development 4 3 7
R15 System Testing Imperfections 5 2 7
R16 Imperfections in Checking System Testing Results 4 2 6
R17 Increased Maintenance Costs 2 1 3
R18 Delays in repair 4 2 6
R19 Service Interruption 5 4 9
R20  Security Breach by user 3 3 6
R21  Waiver of Updates or Upgrades 3 2 5

After conducting a risk assessment by determining the values of likelihood and consequence, the

risks are mapped into a risk matrix, as shown in Table 6. The risk matrix is a tool used to visualize the level
of risk based on these two parameters, and it helps determine the priority for risk handling[25-26].
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Table 6. Institutional Risk Map

W Insignificant Minor Moderate Major Catastrophic
Likelihood 1 2 3 4 5

Rare 1 R17

Unlikely 2 R03, R09, R21 R05, R06, R07, R11, R10, R15
R12, R13, R16, R18

Possible 3 R20 R0O1, R08, R14

Likely 4

Certain 5

After the risk assessment, a risk evaluation is conducted. Based on interview data and brainstorming
sessions, this stage determines the priority of risks to be addressed. There are three levels of risk based on
their significance: high risk (red), moderate risk (yellow), and low risk (green)[27], [28]. If a risk is
categorized as high risk, mitigation measures must be implemented immediately. For moderate risk,
mitigation processes are prioritized next after addressing extreme risks. Meanwhile, risks classified as low
risk are addressed last or may be accepted (accepted) due to their unavoidability or minimal impact[26].

The priority risks in the Software and Applications Division of UPA TIK UNEJ include three
identified risks, namely those with risk codes R02, R04, and R19. Meanwhile, the second priority handling
includes a list of 17 risks, and the third priority risk handling consists of a list of 1 risk.

Subsequently, the risk treatment phase was conducted using the Bow Tie Analysis (BTA) method.
From the risk assessment results, the highest-rated risks or top events identified include R02 (Objectives
Not Clearly Defined in the Development Document), R0O4 (Response of Existing Stakeholders), and R19
(Service Interruption). The BTA visualization for risk R0O2 can be seen in Figure 2, the BTA visualization
for risk RO4 in Figure 3, and the BTA visualization for risk R19 in Figure 4. The BTA diagram illustrates
the causes and preventive measures on the left side, and the impacts and mitigation strategies on the right
side. Both sides are susceptible to escalation factors due to disorder or failure in prevention and mitigation.
Escalation factors must be addressed through escalation controls.

succass

=a

i

Figure 2. Application of Bow Tie Analysis at the risk treatment stage of R02 Objectives Not Clearly
Defined in the Development document

Prasetyo, Salsabila, Retnani (IT Risk Management Analysis Based on ISO 31000 and Bow Tie Analysis
(BTA) in Higher Education Institution)



Indonesian Journal of Information Systems (1J1S) 94
Vol. 7, No. 1, August 2024

Hindering the.
ion of sy

development

Figure 3. Application of Bow Tie Analysis at the risk treatment stage of R04 Response Existing
Stakeholders
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Figure 4. Application of Bow Tie Analysis at the risk treatment stage of R19 Service Interruption

4. Conclusion

This study conducted a risk management analysis for the Division of Applications and Software within the
Unit for Academic Support in Information Technology and Communication (UPA TIK UNEJ), which
provides information technology services to the academic community of UNEJ. 53 risks were identified
within the business processes related to creating and developing information systems or applications. The
top three priority risks are those coded R05, R11, and R48, while the second priority handling includes 24
risk items, and the third priority handling encompasses 26 risk items.

IT risk management fosters awareness of risks within the Division of Applications and Software,
thus helping to prevent and mitigate negative impacts that could harm the organization. The use of the
comprehensive 1SO 31000:2018 framework and the Bow Tie Analysis (BTA) method, which combines
Event Tree Analysis (ETA) and Fault Tree Analysis (FTA), provides a clear and in-depth understanding of
the risks faced and their mitigation strategies. However, the study also has limitations, including the lack
of implementation of the recommended mitigation actions and the absence of long-term effectiveness
evaluation.

Future development should focus on implementing and monitoring the effectiveness of the identified
mitigation actions and revising and adjusting risk management practices periodically to enhance the
effectiveness and efficiency of IT services at UPA TIK UNEJ. Additionally, risk management should be
extended to other divisions within UPA TIK UNEJ, and training and awareness programs regarding the
importance of risk management should be implemented across all divisions to optimize the risk
management process.
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